
ExEcutivE summary

Malware, which encompasses viruses, worms, 
spyware, and other malicious software, contin-
ues to be a significant problem for small- and 
mid-sized businesses (SMBs). According to an 
exclusive survey of IT decision-makers, the vast 
majority of businesses have experienced mal-
ware incidents in the past year that resulted in 
hours of downtime.

Defending against malware attacks is particu-
larly difficult for SMBs, which may have needs as 
sophisticated as those of a large enterprise, but 
rarely have the same IT resources available. For 
malware defense software, SMBs place a premi-
um on ease of integration and management.

Among the various types of malware, virus-
es and worms still have the largest mindshare 
among SMBs, but the data indicates that the em-
phasis may be shifting slightly toward spyware. 
Spyware is already viewed as a credible threat, 
and IT decision-makers expect to spend more 
time dealing with spyware than they may have 
previously. Spyware detection software was 
identified as the application most likely to be de-
ployed by SMBs that said they were planning to 
add malware tools in the coming 12 months.

survEy mEthodology

The results presented here were obtained in a 
study conducted from August 14–21, 2006, by 
The Strategy Group, an independent research 
company located in Englewood, FL. An online 
survey was conducted among a representative 
sample of technology decision-makes selected 
from the Ziff Davis Media database. In total, 
319 subscribers qualified for and completed 
the survey.

Fighting thE good Fight
Viruses, worms, and spyware have become 
part of the business environment that every 
organization must account for—just like taxes, 
regulation, and the weather. It’s not a happy 
conclusion, but it is a realistic assessment. Mali-
cious software, or malware, has made security 
a top consideration for business with a net-
work of computers. Leading industry magazine 
eWeek recently reported an estimate from ana-
lyst firm Yankee Group that roughly $3.6 bil-
lion is spent annually on third-party Windows 
security software. 

Criminals continue to develop new wrinkles, 
but the broad details of the most frequently used 
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intrusion methods are common knowledge. In 
fact, malware incidents are so widespread that 
it takes the loss of millions of dollars or the ex-
posure of tens of thousands of customers’ per-
sonal data to cause a stir.

This widespread awareness can have a posi-
tive effect, reducing the need to justify basic se-
curity measures. But acceptance and familiar-
ity can also lead decision-makers to overlook 

the damage that malware inflicts, the costs of 
vigilance and recovery, and subtle shifts in the 
threat landscape that may require new strate-
gies or tactics.

Make no mistake, malware continues to be 
a significant, expensive problem, especially 
for small- and mid-sized businesses (SMBs). Ac-
cording to our research, 81 percent of SMBs 
have experienced malware incidents over the 
last 12 months that resulted in a range of ill ef-
fects: workstation downtime, server downtime, 
destruction of data, lost revenue, or even out-
right theft (see Figure 1).

The constant onslaught is a tremendous 
drain on corporate resources. Respondents to 
our survey reported spending an average of 
more than 500 hours per year cleaning out 
malware and recovering from attacks (see Fig-
ure 2). Even allowing for massive overestima-
tion, the research indicates that organizations 
are spending several weeks out of each year 

just dealing with the aftereffects of malware. 
Further, the burden of recovery appears to fall 
equally hard on both IT and non-technical staff, 
reinforcing the fact that malware is more than 
just a technical problem—it strikes at the core 
of an organization’s productivity.

thE pricE oF vigilancE
In many cases, the burden of mounting a mal-
ware defense falls hardest on SMBs. Thanks to 
the democratizing effects of information technol-
ogy, an SMB’s needs can be as sophisticated as 
those of a large enterprise, from network com-
plexity to regulatory requirements. And yet, an 
SMB must often meet those needs with one-tenth 
or fewer the IT resources available to the large 
enterprise. Worse, that disparity between needs 
and resources can cause SMBs to be identified 
by criminals as less able to defend against at-
tacks and therefore easy, attractive targets.

Not surprisingly, when it comes to malware 
defense software, SMBs place a premium on 
easy integration and ease-of-use. Our research 
indicates that SMBs are split roughly evenly be-
tween malware defenses purchased as a suite or 
as stand-alone applications, but they are large-
ly united in the reason for their decision. When 
asked how they decided between a suite and 
a standalone application, 42 percent identified 
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Malware Incidents Experienced Over The Last 12 Months
81 % Have Experienced Malware Incidents

Base: Total Respondents (319)
Q. Over the last 12 months, which of the following has your organization experienced as the result of malware incidents?

Time Spent In Past Year Cleaning Out/
Recovering from Malware Incidents
(by Workgroup)

Base: Total Respondents (319)
Q. Please estimate the time spent by your organization over the last 12
months cleaning out malware or recovering from malware incidents?
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ease of integration with existing infrastructure 
as the single most important factor, beating the 
second place finisher—features—by a factor of 
two, and all others by an even wider margin 
(see Figure 3).

Emphasis shiFting slightly
But if SMBs are divided on their weapons of 
choice, they’re largely in agreement about the 
current threat landscape. According to our re-
search, SMBs currently spend the most time and 
energy on viruses and worms (see Figure 4). 

However, both our survey and a review of indus-
try media reveals that spyware is elbowing its 
way into the limelight. Spyware represents a new 
level of sophistication in both the techniques and 
goals of technology criminals. Hiding a continu-
ously-active spyware application like a keylogger 
is far more difficult than spreading a virus that 
can remain dormant until a given time and date. 
Also, while most virus creators desire little more 
than chaos and notoriety, spyware is designed to 
obtain and deliver specific sensitive information 
that can be used for criminal purposes.

There’s no question that IT decision-makers 
view spyware as a credible threat. According 
to our research, 68 percent of SMBs already 
scan for spyware at the workstation level. How-
ever, we suspect that for many the recent ce-
lebrity of rootkits was either a wake-up call or 
a leading indicator of things to come. using a 
rootkit, it’s possible to embed a spyware appli-
cation so thoroughly and deeply into a system 
that it will be extremely difficult to detect and 
nearly impossible to remove without the proper 
tools. Our research shows that over the next 
12 months, IT decision-makers expect to spend 
more time dealing with spyware than they may 
have previously. Further, spyware detection 
software was identified as the application most 
likely to be deployed by SMBs that said they 
were planning to add malware tools in the com-
ing 12 months (see Figure 4).

WantEd: poWEr With control
Due to their unique situation, SMBs require 
spyware defense tools that combine the power 
of an enterprise solution with the flexibility 
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Tools Use/Plan To Use To Defend Against Malware
Currently Use Plan To Install

server-baseD e-mail attachment 
monitoring/scanning

Workstation-baseD 
virus scanning

Workstation-baseD
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monitoring
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other

no aDDitional
security apps

Base: Total Respondents (319) Q. What tools does your organization currently use to defend against malware? Q. What tools are you planning to deploy over the next 12 months?

FIGuRE 4

Single Most Important Factor When Deciding Between 
A Stand-Alone And An Integrated Suite

Base: Total Respondents (319)
Q. When your organization purchases anti-malware software, what is the single most important factor 

in deciding between a stand-alone tool and an integrated suite?
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and ease of management required for busi-
nesses with fewer dedicated IT resources. The 
key features of such a solution would start 
with automated deployment, in order to re-
duce the amount of staff time necessary to en-
sure complete coverage of the organization’s 
equipment. Following the same argument, 
an SMB-oriented spyware protection solution 
would be built around a centralized manage-
ment console, where the organization’s spy-
ware defenses could be easily monitored and 
adjusted by a single person. Finally, SMBs 
have been among the first to take advantage 
of the increasing mobility of the typical infor-
mation worker. And, while the ability to work 
anywhere at anytime has yielded significant 
productivity benefits, it increases the strain on 
malware defenses, as the organization can no 
longer depend on a perimeter built to surround 
the company’s physical offices. Therefore, any 
spyware solution must also provide uncompro-
mised protection for remote users.

In order to fulfill these requirements, many 
SMBs are turning to Webroot Software to help 
defend their IT assets from spyware. Webroot 

Spy Sweeper Enterprise offers comprehensive 
spyware attack prevention while containing costs 
and minimizing unnecessary time investment. A 
lightweight console provides easy-to-use, cen-
tralized management. IT staff can create and 
enforce flexible, customized protection policies, 
and receive detailed reports, summaries, and 
alerts on detected threats. Spyware definitions 
and software updates can be distributed auto-
matically, reducing administrative overhead. 
Also, Spy Sweeper Enterprise protects laptop 
and remote users, helping SMBs keep assets se-
cure no matter where they’re located.

In addition to software development, Web-
root maintains a threat research and mitigation 
center, with an automated threat database that 
helps the Webroot Threat Research team iden-
tify spyware and create unique definitions so 
that it can be detected when it re-appears.

Spyware is a recognized threat to SMBs, 
and one that appears to be growing. At this 
point, IT decision-makers would be wise to re-
evaluate their defenses, ensuring that they are 
tuned to provide solid protection against all 
malware threats. n
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